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(57)Abstract 

PROBLEM TO BE SOLVED: To obtain a low cost system which can 
safely perform data control through the use of electronic watermark 
technology by controlling data according to a control rule, having a 
token or control flag defined in advance. 

SOLUTION: In a step 800, it is checked from distributed data 
whether or not there is a control flag(CF) embedded by using 
electronic watermark technology. When no CF is detected, 
unrestricted control, e.g., duplication, video- recording, reproduction, 
etc., are performed. When a CF is detected, it is determined in a 
next step 820 whether or not there is an added token. When the 
result of the step 820 is NO, data control is inhibited. Namely, no 
duplication, video-recording, reproduction, etc., is done and the 
process is ended as it is. When the result of the step 820 is YES, 
the data control (duplication, video - recording, reproduction, etc.), 
by the control rule having a token or CF defined in advance is 
performed. 
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NO COPY 

copy ok 
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(-, ~) PLAY 
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y^z/p)]/ Recorder 
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RAM^O-r^^^ Recorder^, chip£: 
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-> NO COPY 



[0 0 4 5 ] «*ri. f^^^i^^Ti^J:5 

ICS -C- CCI ( 1 , 0) R h - * ^ % ^ ft X & ^ fcMP 
EG-2 StreamfcSfflbfif&ttSTBtS 

*o**Sift£*5wfc*wm-*w£fc:J:o't\ DVD- 

(1, 0) * > TOKEN 5£« 

+ TOKEN | 

* > J£<D S ^ BiS (TOKEN keep) — > COPY (no more 

[0 0 4 7 ] *CD«1, iSa«l"t»*>b^CJt) h-^^^o *&££ATKaH\ 
WS^toSlC, -h-^yl:fflat6*^ft»4^^ [0 0 4 8 ] 

^ ^ (1, o) — * >*(D££aiB(NO TOKEN) -> NO COPY 

+ DUMMY I 
TOKEN * -> TOKEN tfjO 

[0 0 4 9 ] J£AT, Afri^i- TOKEN TOKEN 

<Dmn3>&*?F-t> *"f TOKEN (D««*«fcl3, TJ-a* 
-TJ;51C MPEG O stream SrfttR tt TOKEN Header £ 
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1: 



0:«fc« 
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[0 0 5 2 ] 
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